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 Executive summary

This report addresses the democracy-oriented legal and constitutional requirements that an electronic voting (e-voting) system has to comply with. An electronic voting system is defined as voting process, which enables voters to cast a secure and secret ballot over Internet or Intra​net. The scope of this report covers several election and decision-making processes, which take place through voting, i.e. public elections, referenda, internal elections and similar de​ci​sion procedures, advisory polls and Internet polls (section 1).

The introduction of e-voting systems should provide at least the same level of safeguards, which are designed for “traditional” voting procedures.  Due mainly to the digital divide and to current technological limitation, e-voting cannot be proposed as a universal means of voting but rather as an alternative option, supplemental to traditional voting means (section 2).

As far as it concerns public and binding election procedures, an electronic voting process must respond to constitutional requirements, primarily derived from European constitutional texts. An e-vote process has to be designed in such a way as to guarantee the general, free, equal, secret and in principle direct character of elections. In a democratic context, an electronic voting system must respect and ensure attributes and properties such as transparency, verifia​bi​​lity, accountability, security and accuracy. Only then can it foster and promote the parti​cipation of citizens, as well as the legitimacy and the democratic transaction of the election process (section 3-4).

E-vote procedures can also be used in the framework of internal/private elections and decision -making processes. Despite the key differences between public and internal/private elections the latter should mutatis mutandis comply with the same legal/constitutional requirements (section 5).  

During an e-vote procedure a lot of personal information concerning voters will be collected and processed, according to the relevant legislation. This information should be treated as protected personal data according to the European Union (EU) legislation and especially falls under the scope of EU Directive 95/46 covering the protection of personal data. Following to that conclusion, all principles of data protection, established by the directive must be fully respected during an e-vote procedure, especially the principles of fair and lawful processing, duration of storage and data security such as the principles of finality and proportionality. In addition to EU-Directive 95/46 EU Directive 97/66, concerning the protection of personal data in connection with the provision of publicly available telecommunication services in the Com​munity, should also be applicable, especially by e-vote models making direct or indirect (e.g. voting by using WAP technology mobile phones) use of the Internet. Taking into consi​de​ration that personal data processed during a voting-procedure can reveal the political opinion of the voter, in privacy protection terms sensitive data, this issue needs a special investigation in order to guarantee augmented data security measures (section 6). 

Voting is one of the primary foundations of democracy. E-voting will only be acceptable for citizens if the process is designed in such a way that it safeguards equality, freedom, secrecy, transparency, reliability and accountability. The introduction of e-voting procedures should be conceived as a part of an overall initiative/programme, which aims to ensure equal access to ICT technologies and consequently to the information society (section 7).
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Introduction: Definitions - Scope - Methodology
In this report, the term e-vote (electronic voting) is used to denote a voting process, which enables voters to cast a secure and secret ballot over the Internet or an Intranet (in the case of inter​​nal elections or decision making).
 A key element in this approach is the remote vote casting nature of the procedure. Another important issue is that there is a need for computing equip​ment, as well as for communication means for a citizen to exercise his/her voting right. In the framework of this report an e-voting process may fall in one of the following four categories
:

a) Public elections and/or referenda at state and/or local level (with binding effects): This type of election process is public. It is subject to specific election regulations (substantial and procedural) and is conducted under the jurisdiction of state authorities. It results in binding results, which are of major importance for the present and the future of the state and the society, where the election/referendum takes place. For these reasons, democratic legitimacy, transparency and respect of the specific constitutional requirements are crucial criteria for the architecture of the voting system. 

b) Internal elections and similar decision procedures: This election process can be either “public” (e.g. election of university authorities) or “private” (e.g. election of a board of dire​​c​tors). The voting process is subject either to binding specific law or to internal regu​la​tions. The process is usually conducted under internal control and responsibility and the results are mostly binding (concerning the elected persons or the decision to be taken). This type of procedure concerns a wide spectrum of public, social/societal and economic activities with a significant impact on the respective political, social and economic fields. 

c) Advisory polls for decision making and advisory referenda: This process, conducted most​ly by public (local) authorities, is an important means to enable and empower citizens to participate in the decision making process. Deliberative interactive processes support and accelerate the emergence of new governance. Therefore, even advisory polls or other interactive concertation processes should be subject to legal requirements and should comply with certain legal rules.

d) Internet polls: These polls differ from the abovementioned firstly because they can be orga​nised by any entity (private, organizations, etc.) and secondly because they have no bind​​ing results. However, and depending on the persons and organisations involved, the questions put, the number of participants, etc., can have far reaching effects on deci​sion making.

The aim of this report is to discuss whether an e-voting scheme could meet the constitutional and other legal requirements, as they are laid down in the European and national legal and re​gu​latory framework. The report deals with how an e-vote process should be designed and implemented in order to comply with the democratic election principles and rights as well as to fundamental rights, which constitute the cornerstone of the European legal civilization, like the right to personal data protection.
 

We examine the abovementioned problems in the light of: 

a) The voting principles and rights of all the users involved in an election process, which are common in the EU Member States democracies.

b) The data protection principles in the European legislation. 

The scope of the report covers not only the general public elections, but also every election or decision-making process, which takes place through voting. It also extends to (Internet or Intranet) polls without binding effects (if the latter - in view of their nature or their extent - could influence the public discourse in a given state or organization). We include opinion polls in the scope of our report because they are one of the main “weapons” in the “techno-political” armory, as they deliberately combine messages, consultation and decisions. 

The current voting procedures in the member states are not described in detail. We refer to the main characteristics of these procedures, as well as to voting technologies, already introduced and practiced in some Member States, as they form a case of electronic voting or they have similarities to e-voting.
 

The significance of the issues addressed herein is clearly manifested by the volume of debate that lately has begun on these, in many countries over the globe and recently also in Europe. 
 Pro​ponents of electronic voting argue that this procedure can face (in some extent) the problem of increasing abstention rates and raise low voter turnout especially among young people, residents abroad, business and holiday travelers, handicapped or elderly people.
 

There are a number of technological products and programs already available on the market. This is understandable in view of the fact that technology usually moves at a pace faster than the legal system does. However, technological evolution should always be pursued as a means to improve human life as opposed to an end by itself. In this respect, all technological deve​lop​ment, in particular those directly or indirectly affecting fundamental principles should be carefully reviewed with an eye towards determining their contribution to the improvement of society.

The main contribution of this report is the consolidated view on the requirements deriving from constitutional and legal consideration. Specifically, this report:

· Describes the legal requirements that e-voting procedures have to comply with.

· Addresses the issue whether the current legal framework could serve as a sufficient basis for e-voting.

· Provides suggestions on how the legal system may be adapted, so that an e-voting system can be introduced.

The report is structured as follows: 

· In section 2 the main issues associated with electronic vo​ting in public election processes are discussed. 

· Section 3 addresses requirements for an elec​t​ronic voting system to be used in general elections. 

· Section 4 discusses requirements stem​ming from the democratic nature of the election process. 

· Section 5 addresses require​ments for an electronic voting system to be used in internal, non-public elections. 

· Section 6 deals with issues of data protection, the relevant principles as well as the requirements deriving from these principles. 

· Section 7 includes general conclusions about the institutional acceptability of e-voting procedures as well as an overview of (first-level) legal and regulatory requirements for e-voting, in order to be conform to constitutional principles. 

1. E-voting for public elections: Main issues

1.1. Democracy as goal and criterion 

The increasing use of new technologies enables governments, administrations and citizens to establish new forms of relationships between them. The Information and Communication Technologies (ICT) revolution has already generated huge changes in economy and society that bear major implications for democracy and governance: The evolution of the information society has a deep impact on all aspects of people lives, including their ability to exercise their democratic rights and civil responsibilities. The fundamental challenge of e-democracy is to improve and to develop representative democracy towards processes based on the empower​ment of citizens.

The new culture brought about by ICT cannot and should not ignore the principles and values of democracy. ICT can encourage greater citizen participation in elections and political deci​sion-making. Preconditions for this are greater transparency and confidence that demo​cratic principles are respected.
  The introduction of new voting procedures must depend on their ca​pa​city to provide at least the same level of “guarantees”, which are designed and pro​vided for traditional voting procedures. The introduction of an e-voting system conforms to this rule provided that this system: 

· Is designed to encourage citizens’ participation, in a quantitative (more voters) and a qualitative (more informed voters) way.

· Respects fundamental democratic principles and citizens rights, and fulfills the requirements arising from these principles and rights.

· Ensures adequate confidentiality, integrity, availability, reliability, transparency, accounta​bi​lity, and public control of the system; all of these are major elements of a democratic voting process.

In order to maintain a central position in social processes and to adapt to the rapidly changing structures of communication in the information society, governments have to offer new ways and possibilities of participation and services through networks. Voting is undoubtedly one of the functions “e-citizens” would like to see performed online. On the other hand, two consi​de​r​a​​​tions must be made:

1. The digital divide, i.e. the lack of equal access opportunity to the Internet and to the ICT infrastructure means is important in the case of public elections. Offering new forms and possibilities of participation based on ICT could in such a case lead to the opposite effect: the exclusion of “ICT illiterate” voters from the political process.  

2. The inherent distrust in an e-voting procedure, which is due to the lack of transparency - in the context of visibility - of the election process: Some of the basic elements and requi​re​ments of the traditional voting procedure and participation are totally different in an e-voting setting. For example, e-voting can be carried out without any identification check in the polling place, and also without the delivery of a traditional handwritten signature (as in the case of postal voting). This inherent distrust is related to the digital divide.
 It should be noted that the level of trust and public support for e-voting must be measured in relation to all potential voters, not just to those who are likely to utilize this form of voting. This report shares the opinion that if Internet voting is viewed skeptically by a large number of voters then the fundamental trust in the democratic process may be compro​mised.

An election system itself may structure unequal access of an individual to the electoral process.
 It is a matter of democracy, equality, and equity to guarantee that the different vo​t​ing technologies are equivalent with respect to ease and opportunity of access. As long as the digital divide has not been overcome, e-voting should be viewed only as a supplement to – and not as a replacement of - traditional paper-based voting. In this phase, e-voting cannot be consi​der​ed as compulsory but, rather, as a supplemental alternative option for voters.
 The Cali​for​nia Internet Voting Task Force for example has recommended that any use of the Inter​net for voting purposes should be phased in gradually to ensure that election officials and members of the public are confident in the technology.

2.2. Voting rights and fundamental principles

Any technology used in the context of an e-voting process must meet a set of basic constitutional requirements. It is commonly accepted that parliamentary elections have to be free, equal and secret. At the same time, the election procedure has to be transparent and subject to public scrutiny. The constitutions of the European Union member states demand that the general elections must be General, Free, Equal, Secret, and Direct (Table 1).

Table 1: General elections in the EU member states: Constitutional requirements

	Austria

Article 26 [Election]: (1) The House of Representatives is elected by the nation in ac​cordance with the principles of proportional representation on the basis of equal, direct, secret, and personal suffrage for men and women who have completed their eighteenth year of life on a day appointed prior to the election. Voting is compulsory in the Federal States where this has been enacted by State law.
Belgium 

Article 61 [Direct Elections, Electoral Rights]: (1) The members of the House of Represen​ta​ti​ves are elected directly by citizens who have comple​t​ed the age of eighteen and who do not fall within the categories of exclusion stipulated by law. Each elector has the right to only one vote.
Denmark

Section 31 [Elections]: (1) The Members of the Parliament shall be elected by general and direct ballot…
Germany

Article 38: (1) The deputies to the German House of Representatives [Bundestag] are elected in general, direct, free, equal, and secret elections…

Finland

Section 25 [Parliamentary elections]: (1) The Representatives shall be elected by a direct, proportional and secret vote. Every citizen who has the right to vote has equal suffrage in the elections.

France

Article 3 [Electoral Rights]: (3) Suffrage may be direct or indirect under the terms stipulated by Constitution. It shall always be universal, equal, and secret.
Greece

Article 51 [Deputies, Right to Vote]: (3) The deputies shall be elected by direct, universal, and secret ballot and by citizens having the right to vote as the law provides. The law cannot re​strict the right to vote, save in cases of persons who have not attained the required age or on grounds of contractual incapacity or as a result of irrevocable penal sentence for certain crimes. (4) General elections shall be held simultaneously throughout the State. A law may voted by 2/3 of deputies can regulate matters relating to the exercise of the right to vote by electors who are abroad. (5) The principle of simultaneous holding of general elections does not prevent the exer​cise of voting rights through/ with postal voting or other appropriate means under the con​di​tion that the counting and the announcement of elections outcome is taking place simul​ta​ne​ously throughout the State. The exercise of the right to vote is obligatory. The law shall deter​mine in each case the exceptions and the penalties.

Italy

Article 48 [Voting Rights]: (1) All citizens - men or women - who have attained their majority shall be entitled to vote. (2) Votes shall be personal and equal, free and secret. To vote shall be a civic duty.
Portugal

Article 10 [Universal Suffrage and Political Parties]: (1) The people exercise political power through universal, equal, direct, secret, and periodic suffrage and other forms laid down in the Constitution.    
Spain

Article 68 [Election]: (1) The House of Representatives is composed of a minimum of 300 and a maximum of 400 Depu​ties elected by universal, free, equal, direct, and secret suffrage under the terms established by law.
Sweden

Chapter 1- Article1: (2) Swedish democracy is founded on freedom of opinion and on universal and equal suffrage.

The Netherlands

Article 53: (2) Elections shall be by secret ballot. Article 54: (1) The members of the Second Chamber shall be elected directly by the Dutch na​tio​nals who have attained the age of eighteen, with the exception of any Dutch nationals who may be excluded by Act of Parliament by virtue of the fact that they are not resident in the Netherlands.




2. Public Elections: Fundamental Election Principles 

2.1. General election and universal suffrage: Consequences and requirements
Universal suffrage is a basic principle for democratic elections. According to this consti​tu​tio​nal requirement, every eligible voter can participate in the election process and nobody can be - directly or indirectly - excluded or discriminated. 

The consequences derived from the prin​ci​ple of general elections are the following:

1. Every voter has the right to participate in an election process.

2. The ability to participate in an election process (eligibility) must be founded on the law and should be controllable according to the law.

3. Voting possibilities and technologies should be accessible by every voter. 

4. Due to the lack of necessary infrastructure and to the digital divide, e-voting should be considered as an alternative way of exercising one’s voting rights.

5. The democratic principle, i.e. every eligible voter should be included in the election pro​cess, results in the necessity for a publicly available and appropriate infrastructure (e.g. pu​blic internet kiosks, internet voting in government offices, etc.), in order to allow citizens to exercise their right to vote.

2.1.1. Proof of special reasons

E-voting improves the generality of election procedures by providing an additional option of participation in the electoral process.
 An essential question is whether the participation in the election through e-voting should be subject to the proof of special conditions/reasons as is the case with postal voting.

In most countries where postal voting has been established, only specific categories of individuals are allowed to exercise this option. For example, according to the Dutch law, only vo​ters who reside outside the Netherlands, or live outside the country because of their profe​ssio​nal or other types of activities, or because of their (marital or not) partners or their closest re​latives (parents), are allowed to vote by mail. As to the voting procedures, in Germany po​stal voting is allowed only if the eligible voter applies for this option on important grounds (infir​mity, illness, absence, etc.), which prevent him/her from voting in his/her electoral dis​trict during voting day/hours. Adopting an e-vote capability as an exceptional one (i.e. on the ground of the proof of a special condition, which prevents the eligible voter from physical​ly cast​ing his/her vote), is - from the legal point of view - a legally and consti​tu​tio​nally “safe” choice.

The Federal Constitutional Court in Germany accepted the consti​tutio​na​lity of postal voting, only if the voter is obstructed for some reason during the elections day. The Federal Consti​tu​tional Court considered the balance between the improvement and broadening of generality, on one hand, and the risk of loss of freedom and secrecy of election - which is related to the postal voting - on the other.
 

Against this opinion, founded on the historical and legal basis that voting in a physical voting station constitutes the rule, the following argument could be expressed: the evolution towards an information society has a significant impact on the ability of a citizen to exercise his/her rights and liberties. In the light of the political decision to improve e-government and e-participation, the introduction of an e-voting capability should be viewed as an institutionally equivalent and not as an exceptional option. In any case, such restrictions or other reservations seem not to form an obstacle to the adoption of e-voting procedures.

2.1.2. Eligibility: Registration and identification  
Eligibility is an element of peoples’ sovereignty.
 Eligibility can, at the first stage, be ensured through the registration of voters, who meet the requirements of eligibility, and through the identification of the citizens at the moment of registration. (Secure) Registration and authen​tic​ation are the means to ensure that the principle of universal suffrage is being respected and that elections cannot be rigged. 

Voter registration systems and acurate voter registration lists are important for the integrity and the legitimacy of the election process. The purpose of voter registers is to guarantee that only people eligible by law to vote can do so, and that no one can vote more than once.
 Any major compromise of the voter registration system could lead to fraudulent elections. 

A question arising at this point is whether there is a need for a specific registration process in the case of e-voting, which is, in some ways, analogous to postal (absentee) voting.

Where such a voting capability is introduced, a proper authorization or registration process is usually required.
 Such a procedure does not affect the principle of general elections for the following reasons:

· Assuming that there is no country-wide, online voter register, a pre-registration for e-voting is necessary in order to avoid vote fraud. Such a registration supports the integrity of elections. For the same reason, an Internet-based voter registration system is not recom​mended because it could be vulnerable to large-scale automated fraud.

· E-voting is considered as an alternative capability, which may facilitate the participation of voters. Taking into account the associated organizational difficulties, a specific registration or declaration that the voter is willing to make use of the e-voting option constitutes neither exclusion nor discrimination.

Providing a secure identification and authentication scheme of eligible voters is a conditio sine qua non requirement for e-voting systems to be used in public elections. Identification and authentication of the voter are important at the time of the registration and/or request for e-vo​t​ing, in order to avoid fraudulent possibilities (“first phase” authentication). Authentication at the time of casting a vote is another important procedure, which ensures that only eligible voters vote (“second phase” authentication).

In the context of a traditional election procedure, voters are identified and authenticated in the polling place by the use of adequate identification tokens. First level (phase) identification and authenti​cation, which can take place at the moment of registration, is more reliable than an on​line authentication and could be considered as an additional guarantee for second level (phase) authentication.

In addition, since the requirements concerning integrity must also be taken into account, it must be ensured that it is easy for voters to register and authenticate themselves for e-voting. Otherwise, very complicated registration and authentication methods could become a deterring factor for voters.

2.2. Free election: Consequences and requirements
2.2.1. Uncoercibility

The principle of free elections requires that the whole election process take place without any violence, coercion, pressure, manipulative interference or other influences, exercised either by the state or by one or more individuals. The voter must be able to vote personally and without any extraneous influence. In an appropriate polling site election, officials on duty should ensu​re that voters are unimpeded by any outside influence when casting their votes. Conversely, by e-voting family members, employers, politicians may (attempt to) influence or control the voter’s decision.

Some argue that this is not a specific risk of online voting, but rather an inherent risk that also occurs in connection with other methods of remote or absentee voting.
 Regarding the postal voting case, the German Federal Constitutional Court attaches major importance to the attestation of the voter that he/she filled out the ballot paper personally and free of outside influence.
 The same approach was also adopted by The Netherlands, where the voter has to sign a declaration on the vote-by-mail certificate that he/she has filled out the ballot personal​ly.
 Providing such a signature seems not so easy in the case of e-voting, although similar options should be provided.

However, e-voting procedures may indeed pose new threats to the freedom and integrity of voters’ decision, beyond those that postal voting does. It becomes obvious in the workplace: even if the employer, the supervisor, or the colleague are not looking over the shoulder of the employee-voter intranets, systems administrators may monitor or record the activity at each workstation and obtain a copy of the ballot.
 Moreover, the distributed nature of the Internet could facilitate large-scale vote selling or trading.

Uncoercibility and prevention of vote buying and extortion can be ensured by an e-voting system designed so that no voter can prove that he/she voted in a particular way (untrace​abi​li​ty on the part of the voter).
 Since the employment relationship is not balanced, it is suggest​ed to avoid e-voting from the workplace. In any case, coercion can hardly be pre​ven​ted by technology. A possible solution is to develop a publicly accessible infrastructure, in public, controlled physical sites, thus allowing voters to exercise their rights free of the coercion of any third party. 

2.2.2. No campaign material in the e-voting site

The requirements concerning free elections are applied in relation to the “online environment” of the voter. The freedom of decision may be violated if a campaign message is blended on the computer screen, while the voter is casting her/his electronic ballot. In existing election schemes it is not allowed to advertise in (the vicinity of) the polling place. Thus, the e-voting procedure should make technically infeasible the advertisement of political parties/candidates on the e-voting website.

2.2.3. Consciously non-valid voting

The democratic legitimatization of e-voting relies on satisfying the generic voting criteria of a democratic election system. This includes the free expression of the preferences of the voter, even through casting a non-valid or a “white” paper ballot.
 In order to preserve the freedom of voters’ decision, the possibility for casting a consciously invalid vote must be provided and guaranteed.

2.3. Equal election: Consequences and requirements

The requirement of equality in the context of public elections is a specific expression of the principle of equality. It constitutes one of the cornerstones of modern democracies. Under the principle of equal suffrage, two major requirements are identified:

1. Equality regarding political parties, candidates etc., who participate in the public elec​tions.

2. Equality regarding the voting rights of each voter.

2.3.1. Equality of candidates

The principle of equality (of political parties, candidates, etc.) bears a number of implications for the organization of elections. This report focuses on the consequences of this principle for the voting procedure stricto sensu. In this context, all participants should have the same (equal) chances.

A first requirement derived from the principle of equality is that electronic ballots should be edited and displayed in a way analogous to that used for the paper ballots. Electoral equality requires that there are no deviations between the printed ballot and its electronic equivalent. Furthermore, the placement of electronic ballots in the (public) voting site (i.e. on the screen of the e-voting site) should ensure equal accessibility. Thus, the structure and appearance of site and ballots should not favor or discriminate against any of the participating parties. 

Another element of equality among the parties to be elected is that the decision of the voter, as expressed through the online ballot, is transmitted and counted without changes or/and inter​ferences.  A valid cast vote must not be altered or removed in the course of the voting process. In this sense the principle of equality is closely related to the integrity and security require​ment. A direct relation also exists concerning the requirement of transparency: Major consi​der​a​tion must be given to the (more organizational than technical) requirement that all parties should have equal access to the elements of the voting system and procedures to control and ensure that it is functioning in a transparent and equal way.

2.3.2. Equality of voters

The principle of equality requires that each vote, either physical or online, be equally weighted towards the election outcome. Regarding e-voting, there are certain voters who have an access advantage to e-voting technology and therefore to e-voting capability. The digital divide and access disparity constitutes a critical shortcoming for the feasibility and constitutionality of e-voting procedures. 

The experience gained in several countries leads to the conclusion that any election system can result in unequal access to the electoral process. Some argue that remote Internet voting could be used to manipulate election outcomes by structuring access to favor those who are the most Internet – connected while diluting the power of individual minority voters’ ballot.
 Accessi​bility and usability of voting technology could be proved as critical factor as to the outcome of the elections. One of the predominant characteristics of the Florida system in November 2000 was the heterogeneity of the voting technologies.
 The design of the election infrastructure in Florida had a significant racial and socio-economic aspect: the voters in the only majority black county were sixty eight times more likely to have their votes declared invalid than voters in the adjoining white majority county.

Furthermore, in case of the 2000 Arizona Primary (the first binding public e-voting process in the US), preliminary results showed that large urban counties with predominantly white voter populations vote via Internet voting technology in much greater numbers than their counter​parts in rural counties, or in counties with large populations of minority voters. 

Another aspect of access disparity concerned Macintosh users and voters with older Inter​net browsers unable to access the system, as well as blind voters. In such cases, the digital divide may result in racial or social discrimination.

In view of the access disparity and of the relevant risks, it is proposed that an e-voting pro​ce​dure be introduced only as an alternative capability. The principle of equality will only be respected if the digital divide is overcome by general access of the electorate to the Internet at polling stations or at public access points (kiosks).
 In any case, the possibility of a citizen to vote at home constitutes a “privilege”, which could be counter-balanced by the legitimate pur​po​se, i.e. by increasing citizens’ participation and consequently the enlargement of the base of democracy.

In view of the current technological and societal trends, the right to “access to vote” must be extended to an interest in equal access.
 An adequate, non-discriminating procedure should be offered to voters, in order to allow them to efficiently exercise their voting rights with no obst​ru​c​tions. As a result, universal access may become a constitutionally indispensable requi​re​ment.
  

Equal accessibility also means that the system should not be too complicated but – on the contrary – user-friendly and independent of the voter’s education, age and physical condition (to accommodate physically disabled voters). In order for equal access to be safeguarded, a system of technical and legal assistance should be conceived, developed and available during the whole voting period

3.3.3. One voter, one vote
An e-voting system should ensure that the “one voter, one vote” principle is respected. In other words, the system should ensure that only eligible voters vote. Secure registration and authentication procedures for voters have to be used before casting the vote in order to ascertain their right to vote and to prevent multiple voting. 

Every voter can vote only once for the specific election, either online or off-line. Therefore, an e-voting system should be designed in such a way as to prevent:

1. “Dublicability” of the vote (either by the voter or by someone else);

2. “Reusability” of the vote (either by voting more than once online or by voting both online and offline);

3. “Modification” of the cast-vote (after a voter has dispatched her/her vote).

A relevant issue is the duration of the voting period of e-voting. Preventing double voting may require the definition of a different voting period for e-voting and for traditional voting. The Califor​nia Internet Voting Task Force suggests that Internet Voting does not continue through​out the election day, i.e. that there should be a time in advance of the election day, fixed by law, when e-voting is cut off.
 In order to facilitate access to e-voting, it is further suggested that the voting period be extended for more than one day. In most European Union Member States elections take place on one day only. In these cases, the constitutional and legal provisions should perhaps be amended. The Hellenic Constitution, which has been recently revised, includes a specific provision in order to solve/exceed this problem.
 Where voting by mail has been already introduced (i.e. Netherlands and Germany), this problem has been technically faced with by counting the mailed-in ballots simultaneously with the physically cast ballots.

However, the principle of equality may be put in question if e-voters could make use of this possibility for more than one day.

2.4. Secret election: Consequences and requirements
Another requirement for democratic voting systems is that they must ensure the secrecy of the vote. Secrecy and freedom are strictly related principles: Secrecy is the precondition for the voter’s free political decision.
 In democratic elections the link between the vote and the voter must be irreversible to ensure that votes are cast freely. In traditional voting procedures the se​crecy is “physically” protected, but e-voting may make virtual voting vulnerable to violations of secrecy.

2.4.1. Secrecy

The following requirements are derived from the principle of secrecy: 

1. The secrecy of the vote has to be guaranteed during the casting, transfer, reception, col​lection and tabulation of votes.

2. None of the actors involved in the voting process (organizers, election officials, voters, etc.) should be able to link a vote to an identifiable voter or a group of voters.

3. There must be a clear and evident separation of registration and authentication procedures and casting-transfer of the vote. The combination of secure authentication of eligible voters and guaranteed secrecy of the vote seems to be a hard requirement to comply with.

4. No voter should be able to prove that he/she voted in a particular way. Confirmation of the vote, after the ballot has been transferred and received, enforces the confidence in the system and ensures the rights of the voter
 but it cannot relate to the content of the vote
.

The electoral provisions that are applicable to postal voting, as well as to the protection of communication secrecy, could also serve as a basis for solving the problem of “political pri​vacy”. However, there can be no guarantee of the freedom from external influence by third parties during the casting of votes. This constitutes an inherent risk of any form of remote voting. To cope with this risk, measures should be taken on policy and regulatory levels, in order to impose compelling and enforceable measures against coercion and to sanction illicit behavior.

2.4.2. Secrecy vs. transparency

Secrecy has to be in harmony with the other democratic principles for public elections. Ballot secrecy should be reconciled with transparency and auditability of the entire voting process. The election system must be able to allow the verification of the authenticity of the ballot before votes are viewed or counted. In order to protect secrecy, the voted ballots should be de​crypted and counted after the authentication information is reviewed and “removed”.
 The e-voting system should be designed in such a way as to make vote control and recount technical​ly feasible, without re-identifying the voters.

2.5. Direct election: Consequences and requirements
The principle of direct election ensures that there can be no intermediaries in the process of voting decision. Therefore, there can be no interim stage (between the voter, the voting proce​du​​re and the counting of votes), in which a third party may interfere. Representatives or dele​ga​tes are not permitted under the pertinent legislation. Only a mathematical cast deter​mi​na​tion may lie between the voter and the outcome of the election.

This principle may be well adapted to fit an e-voting procedure. The relevant requirement is that each and every online ballot is directly recorded and counted. A problem may arise in case that the voting period differs from the voting procedure (online or off-line) used to cast the vote. Online voting results may influence the outcome of the entire election process and limit the integrity and legitimacy of the whole process. A suggestion is to develop a system that allows for the recording and maintaining of the cast vote, while prohibiting any counting before the end of the (off-line) voting period.

3. Democratic voting criteria

A democratically designed e-voting procedure should, at least, meet the requirements of a traditional election system. However, additional requirements must be met, particularly due to the remote nature of e-voting. These requirements pertain to the reservation of attributes and properties, such as the transparency, accountability, security, accuracy and legitimacy, and to the democratic legitimization of the election system.

3.1. Trust and transparency

Changes to the voting process and/or technology must not lead to the sacrifice of the elements that constitute the fundamentals of democratic, free and fair elections. A key element is the trust and legitimization that is gained by having a transparent vote casting and counting procedure. 

Voters should be able to understand how the elections are conducted. The traditional voting “technology” operates in a way that is transparent to the voters and to the other election actors, since in most countries votes are counted in the presence of the parties’ representatives. 

On the contrary, online voting procedures are not transparent, because the average voter does not have the knowledge necessary to understand how the system works. As a result, in the case of e-voting much more trust in the technology is needed, as well as on the roles and characteristics of the persons involved (election officials, technology providers, etc.).

3.2. Verifiability and accountability

Verifiability is related to transparency. Verifiability of the system is an element of key import​ance when it comes to implementing any remote voting system. The entire e-voting process has to be verifiable by voters (individual verifiability) or by election officials, parties, candi​da​tes and independent observers (institutional verifiability).
 

Another related element is the required accountability of the system, meant as the logging and monitoring of all operations related to the e-voting procedure.

Verifiability, itself but also especially within e-vote environments presents prima facie conflict​ing goals with the requirement of secrecy, understood as confidentiality/political pri​vacy. Individual verifiability, i.e. the possibility of the voter to verify his/her vote and receive confirmation about casting and counting of its vote, is opposite to the requirement of secrecy as a condition of free choice.  

The system has to be designed in a way to ensure the respect of both abovementioned prin​ciples of secrecy and freedom. A very complicate system (even if it is secure and user-friend​ly) is not transparent and (not easily) subject to public control. On the other side, trans​parency and verifiability, as prerequisites of public control of - and trust in - the system, have to comply with the requirements of security. 

3.3. Reliability and security 

The reliability and security requirements are derived by the democratic need to ensure that the outcome of the election correctly reflects the voters’ will. A reliable system should ensure that the outcome of the voting process corresponds to the votes cast, i.e. that it guarantees eligibility, secrecy, equality and integrity. The ballot that is transmitted to the voting counting equip​ment must be an accurate and not modifiable copy of the voter’s real choice, with no possibility of modification anywhere in the transmission path in any of the intervening net​works and devices, including the infrastructure used by the voter (integrity). Moreover, it should be infeasible both to exclude a valid vote from the tabulation, and to validate a non-valid one.

Security is a multidimensional notion in the context of e-voting. Security primarily refers to the (technically guaranteed) respect of secrecy and freedom but it covers the entire range of functions and election components such as registration, eligibility and authentication. 

In addition security also refers to the availability of the system. The system must be protected against accidental or intentional denials of service and must be available for use whenever it is expected to be operational. Unavailability of the system or of one of its components may result in the loss of the capability of the voter to exercise his/her fundamental political rights. That would undermine not only public trust and democratic legitimization of elections, but also the election process itself/as such with wide-ranging institutional, political and economic implications.
. The reliable functioning of e-voting (infrastructure and system) in the first place must be secured against internal malfunctioning.

Security must be provided against external threats and attacks too. Due to the remote nature of this election procedure external security is a factor of key importance. Not only the trust to the system will be at stake, but also the outcome of elections itself and the extent that this out​come expresses the will of the voters.
 For example, it is generally not feasible to remove fraudu​lent ballots from an election tally because it may be impossible to determine which ballots should not have been counted. 

Security is a “technical” criterion, which aims at protecting integrity, generality, equality, free​dom, secrecy and fairness of elections. Security must of course not jeopardize the voting principles that it has to guarantee. 

3.4. Simplicity

Traditional voting systems are relatively simple. On the contrary, e-voting systems are inevit​ably complicated; furthermore, they usually involve more actors than traditional systems do. Additional complexity appears to be the inevitable price of increased security and integrity of the system. However, the recent case of the State of Florida indicates that even low complex​ity in technology may result in very serious consequences for the legitimacy of the elections. 

From the voters’ point of view, the system should be easy to use and should require no particular skills.
 As a result, an e-voting system should be developed in such a way as to facilitate its usability and to preserve its controllability. Simplicity and accessibility of a system are not merely technical issues. They require additional educational, as well as organiza​tional measures (help desks, e-election officials, etc.), to be effectively resolved.

3.5. Requirements

Based on the above principles, the following second-level (functionality-oriented), requi​re​ments are derived:

1. There must be trusted certification procedures for the voting infrastructure and system as a whole, certifying that combinations of potentially corrupt components or personnel cannot influence the outcome of the elections.

2. The entire infrastructure (including source code), as well as every system’s functionality, must be logged.

3. All operations (authentication, vote recording, vote tabulation, etc.) should be monitored, while secrecy is preserved.

4. The infrastructure should be open to inspection by authorized bodies.

5. Voters, parties and candidates must be ensured that there has been no malpractice.

6. Adequate system security must be ensured. 

7. The system must be simple and user-friendly.

4. Internal elections procedures (universities, trade unions, staff councils)
E-vote procedures can also be used in the framework of internal election and decision-making processes. Recent examples in Europe and worldwide prove that the number of people and organizations willing to use ICT techniques to vote online is steadily increasing: 

In the US employees and (Board of) Directors of Boeing SA voted per Internet for rises of salaries.
 In June 2000 in Brandenburg (Germany) a fictive staff council of LDS BB was e​lected.
 An election of student’s parliament has taken place electronically in February 2000 in Osnabrueck.
 Furthermore, EU-Studentvote is a project of sectoral demo​cra​tisation, organiz​​​ed in a trans-European framework, calling EU students to elect, through an electronic voting system, their representatives for the first European Student Council.
 Finally, the Inter​net Corporation for Names and Numbers (ICANN) conducted a global online election for exe​cu​ti​ve board members.

4.1. Applicability of constitutional principles to internal elections

An interesting question concerns the applicability of the principles, which pertain to pu​blic elections, to internal (in the meaning of non-public) elections. Institutionally and factually there are several key differences between public and internal elections. Public elections must meet constitutional guarantees and legal standards that are generally more rigid and rigorous than for internal elections: in the first case the legitimacy as well as the integrity of the election process is a matter of the highest national interest. 

For this exact reason, public elections are “vulnerable”, i.e. they tend to attract greater attention and face a higher risk of fraud and external attack. Public elections are conducted under the jurisdiction and control of state election officials and are sub​ject to binding election pro​visions, which regulate in details the essential and procedural aspects of voting.  Moreover, the logistical and procedural considera​tions of public elections are frequently more complex than for internal elections.
 

However, internal elections, the way they are conducted and mainly their results could have deep impacts and implications on professional, social and day-to-day life of the persons invol​v​ed, as well as on the way and extent the latter can exercise their constitutionally safe​guarded rights, such as the right of association or the right to participate in the social, econo​mic, and political life of a country. 

The voting process is always subject either to a binding specific law or to internal, mostly bind​ing, regulations. This report shares the opinion that in a democratically organized society/ economy or even in a democratically organized cyberspace organization or activity the respe​ctive guarantees/requirements stated/analyzed above should mutatis mutandis apply also to internal, non-public elections. The applicability of these principles to other types of voting as “collaborative” decision making processes seems to be in general acceptable.
 

These elections should in principle meet the criteria of general, free, equal, secret, direct election procedures. However, while private elections may meet many of the same criteria, they often need (or cannot) meet all of them. In view of special conditions in each case some restraints or divergences from democratic voting principles could be accepted, provided that they do not exceed those (restraints-divergences) applying to traditionally conducted elections. The introduction of online procedures should not reduce or restrict rights and options established and consolidated in the offline environment. 

4.2. The principle of general elections

Pertaining to the principle of general elections, the latter should be assessed in view of the type and nature of elections as well as of the organisation concerned. It is quite/rather different to organise/conduct an online voting procedure for the election of a representatives’ council in a big multinational software company, a public authority, a trade union or a university. 

Negatively defined the principle of generality demands/requires that nobody having the right to participate to an election should be excluded from the possibility/option to vote online. On the other side and contrary to the requirements applying to public elections, an e-voting procedure could be introduced and designed as obligatory. The acceptability and legitimacy of the compulsory character of an e-vote procedure depends - on the available infrastructure and the technical skills the voters are supposed/expected to have.

If elections are taking place through an Intranet (for example a university network) it could be argued that there is a right and a respective obligation to provide each voter with a personal account.
  Nevertheless, in case that the e-vote procedure is a supplemental alternative option, it is questionable if there is a right/claim to have a generally accessible infrastructure, in order to enable every voter to vote online.

Accurate and secure voter registration and authentication remain crucial requirements so as to ensure the respect of the principle of general elections. But registration and authentication should be conceived and designed in harmony with the special type and characteristics of the organisation and election.

4.3. The principles of free and secret elections

Uncoercibility should be an inherent/integral feature of any voting procedure. As already underlined in the context of public election e-voting procedures may pose additional threats/ restrictions to the freedom of voters. E-voting in a workplace environment, where intranets may monitor and reconstruct a workstation activity highlights these risks. The “interest” or the  “temptation” to monitor and influence the voter’s choice and vote is susceptible to be larger in case of internal elections by reason of the proximity/closeness of the voter’s choice and its implications on the “life” of persons or the organisation concerned.

Untraceability is a key element for safeguarding the secrecy and consequently the freedom of e-voting. The requirements derived from the principles of freedom and secrecy, as a pre​requisite of freedom, is applicable to internal election procedures too. The integrity of an e-vo​te procedure is to a large extent related to the persons being in charge of organising, conduct​ing and monitoring the internal elections. This is a highly sensitive question, espe​cial​ly in small organisations, where it is more difficult to ensure confidentiality and freedom of choice. For this reason it could be recommended to use a(n) (external) Trusted Third Party system to prevent tracking of voter’s online footprints, provided that it is compatible with the type of internal structure and the status of organisation concerned.

4.4. Equal elections 

The principle of equality, i.e. that one voter has one vote and each vote, either offline or online is equally weighted towards the election outcome, applies in principle to internal elections too. However, it cannot be ruled out that an internal regulation establishes a proportional (approach of) equality.
 Even in this case the specific requirements, derived from the principle of equa​lity remain valid: The whole process should be designed and implemented in a way to prevent duplicability, reusability and modification of the cast vote.

4.5. Direct elections

As far as the principle of direct elections is concerned, which ensures that there can be no intermediaries in the process of voting decision, it should be stressed that in many cases internal regulations allow to vote by proxy. This possibility constitutes a restriction of the requirement of privacy. However, the requirements stated above are valid for the vote casting by proxy too; each and every online vote should be directly recorded and counted without the possibility for a third party (with the exception of the authorised representative) to interfere with the decision.

5. E-voting and Data Protection

5.1. Data collected and processed during e-voting as personal data

The scope of this section is to examine whether data, which is processed during e-voting is personal data according to the definitions in the EU Data Protection Directive (95/46) and the Convention 108 of the Council of Europe. Taking into consideration that the present project concerns e-voting procedure in the European Union, the investigation of this subject should be based on the definitions of the EU Data Protection Directive. Aside from that, it should additionally be mentioned, that the terminology used by the Convention is not substantially different from the terminology of the Directive.

According to the definition of Article 2 of the Directive “personal data shall mean any infor​mation relating to an identified or identifiable natural person (data subject); an identifiable person is one who can be identified, directly or indirectly, in particular by reference to an identification number or to one or more factors specific to his physical, physiological, mental, economic, cultural or social identity”.

It is obvious that all information directly concerning voters is simultaneously information relating to natural persons who are identified and according to the definition of the Directive “data subjects”.  All information directly relating to data subjects is personal data falling under the scope and application of the Directive and consequently must be treated as protected data. The definition personal data includes all necessary information used for the registration or authen​tication of voters at every stage of an E-voting procedure.
 Personal data are for example all information relating to voter personalia (name, surname), which are requested such as for the registration of eligible voters as well for gaining allowance to vote, casting a vote, consolidating votes, tallying votes or verifying vote calculation.

Following the definition of Article 2, personal data includes not only information directly relating to an identified but also information relating to an identifiable natural person. This means that information indirectly connected with a natural person also comes under the scope of the Directive. This remark highlights, that even an information that at first glance is not connected with a person should be treated as protected personal data if its possible to identify the person by using this information in a special data processing context. In other words, every piece of information, which leads to an identification of a data subject is personal data irrespective of the operation or set of operations leading to the identification or to making identification possible. For example a data controller
 by e-voting using the information “male person, age 46, leaving in London, Nelson St. 14, 2nd floor”, has the possibility comparing this information to the voter register to find out the identity of this person. Even code numbers or pseudonyms used in the framework of an e-voting procedure should be treated as personal data, because this information is indirectly related to natural persons and the data controller has the obliga​tion to compare the number or pseudonyms with the owner in order to provide authentication or verify vote calculation.

Except for that, according to Article 3 (1) of the Directive, the Directive shall apply to the processing of personal data wholly or part by automatic means, and to the processing other​wise than by automatic means of personal data which form part of filing system or are intend​ed to form part of a filing system. It is self-evident that all personal data collected and process​ed during an e-vote procedure is collected and processed by automatic means and is intended to form part of a structured filing system (e.g. actualization of voter register).  

Arriving at a conclusion, all information relating to voters, used or processed in an operating e-voting system, must be treated as protected personal data according to the definitions of the European Data Protection Directive. It is obvious that the aforementioned ascertainment applies to pooling procedures and general elections as well.

5.2. Data protection legislation is applicable in pooling and elections procedures

The next question is whether data protection legislation is applicable in pooling and election procedures and the relationship between data protection legislation on one hand and constitutional clauses or specific legislation pertaining to voting rights, procedures etc. on the other hand.

All European Constitutions guarantee general, free, equal, secret, and direct elections. The same principles characterize and qualify almost all election procedures in a democratic so​ciety. Taking into consideration that all voters related information is protected personal data, every processing of voter data during an election procedure should be organized in a way that data protection legislation is respected and guaranteed. At this point there is a strong overlap between data protection legislation in order to protect privacy and the constitutional clauses, which exist in order to guarantee a secret election. In other words, guaranteeing secret elections means guaranteeing privacy in terms of the data protection legislation and vice-versa. In order to protect privacy during an election procedure the data controller should take all legal and organizational measures for preventing any direct or indirect disclosure of a voters will and consequently any intrusion in his/her privacy. In a substantial number of EU Member States personal data protection already enjoys constitutional status.

According to these arguments data protection legislation applies in pooling and elections procedures except if specific legislation pertaining to elections-secrecy is at place. Even in that case specific legislation should be in harmony with the data protection principles laid down in the EU-Data Protection Directive. At any rate data protection legislation has a complementary function in relation to a specific legislation.

The general data protection Directive applies to any processing of personal data falling within its scope, irrespective of the technical means used and subsequently to any processing of personal data on the Internet or in internal networks. The specific Directive 97/66 EC on the protection of privacy and personal data in the telecommunications sector particularizes and complements the general Directive 95/46 by establishing specific legal and technical provisions. Directive 97/66 applies to the processing of personal data in connection with the provision of publicly available telecommunication services in public telecommunication networks in the Community. Internet services doubtlessly are telecommunication services. The Internet thus forms part of the public telecommunication sector.

5.3. Data Protection Principles

According to the aforementioned conclusions by every data processing for e-voting the data protection principles, which must be applicable, are described in the following sub-sections.

6.3.1 Fair and lawful processing 

Personal data must be processed fairly and lawfully
 beginning from the collection of data. Applying these criteria means that data processing should always be directly or indirectly founded on a legal basis. In other words this means that data controller should always be in the position to justify every data processing act by referring to a regulation being in force. In our case this means that every stage of an e-voting procedure from the collection of voter data until the end of the voting process has to be in accordance with the data protection regulations. The principle of fair and lawful processing builds the general rule specified by the following data protection principles.

6.3.2 Finality principle

The principle of finality summarizes the whole philosophy of fair and lawful processing of personal data protection. According to Art. 5 number 9(b) of the EU-Directive “personal data must be collected for specified, explicit and legitimate purposes and not further processed in a way incompatible with those purposes”. Following the finality principle every data controller has to define from the beginning on the scope of data collecting and processing. In our case the general scope of data processing is clear: working out an e-vote procedure. But in terms of data protection legislation such a description couldn’t be regarded as efficient. Beyond a general scope description the legislator and consequently every data controller must guarantee that all processing operations have to be performed by strictly authorized users (processors)
 in order to achieve two goals a) no abstract multifunctional use of personal data and b) no secondary use incompatible with initial purposes:

a) A data protection friendly e-voting system, guarantees in anticipation that every authorized user can proceed only to predestined operations relating to data processing inside the system. The present e-voting system for example, takes all data-security measures, according to the finality principle, in order to avoid every personal data overlapping, during the different steps of an e-voting procedure like registration, authentication and voting.
 This conclusion refers to any operation or set of operations which is performed upon personal data, whether or not by automatic means, such as collection, recording, organization, adaptation or alteration, retrieval, consultation, use, disclosure by trans​mission, dissemination or otherwise making available, alignment or combination, block​ing, erasure or destruction.

b) Personal data must be used only for the initial purpose defined and clearly described, in or​der to avoid every unauthorized transmission or disclosure of personal data in third parties
 and other recipients
 who are outside the system or use the data for other second​ary purposes.

Every exception from the above mentioned rules should be specifically justified and inter​pret​ed very strictly.

According to the European data protection legislation, personal data must be sufficiently anonymized, in order to be processed for purposes different from the initial, such as for historical, statistical (statistic registers for e-voting participation) or scientific reasons.

6.3.3 Proportionality Principle

The proportionality principle derives from the finality principle and demands that collection or procession of personal data should be adequate, relevant and not excessive in relation to the purposes for which they are collected or further processed. In other words the legislator or the data controller has to take every measure trying to minimize the demand for personal data, necessary for an effective e-voting procedure.

According to the proportionality principle the data controller has to find out and justify, which kind of personal data is absolutely necessary, in order to carry out an e-voting procedure. If it is not the case, the data controller has to process the data anonymously or to make use of pseudonyms. In our case the data controller must examine in all details that the categories of personal data, which are collected or processed through online voting should not exceed the categories of personal data needed for traditional election procedures, for example for the registration and authentication of voters and the confirmation of voting. Every exemption of this rule has to be justified sufficiently.

6.3.4. Duration of storage and Data security

Taking into consideration that automatic processing of personal data offers the possibility for a multifunctional use in a context of different operations, every storage means of information causes risks for a possible misuse of this data. Consequently one of the fundamental principles of data protection is, that data should be kept in a form, which permits identification for no longer than absolutely necessary for the purpose for which the data was collected or further processed. In an e-voting project the controller must take all technical measures in order to anonymize all data relating to an identified or identifiable voter, as soon as possible.

There is no effective data protection without sufficient data security
. According to the Di​re​ctive (Art 17.1) the controller must implement appropriate technical and organizational measu​res to protect personal data against accidental or unlawful destruction or accidental loss, alter​ation, unauthorized disclosure or access, in particular where the processing involves the trans​mission of data over a network, such as during an e-voting election, and against all other un​law​ful forms of processing.

Having regard to the state of the art and the cost of their implementation, such measures shall ensure a level of security appropriate to the risks represented by the processing and the nature of the data to be protected
. Having in mind the importance of a general election and the sensitive character of the processed personal data, it is obvious that these measures by an e-voting procedure should be at the highest level of data security.

6.3.5 Information to be given to the data subject 

According to the Art. 10 of the 95/46 EU-Directive, the data controller has, in cases of collection of data from the data subject, the obligation to provide data subjects from whom data relating to himself are collected with at least the following information, except where he already has it:

a) The identity of the controller and of his representative, if any;

b) The purposes of the processing for which the data are intended;

c) Any further information such as the recipients or categories of recipients of the data, whether replies to the questions are obligatory or voluntary, as well as the possible con​sequences of failure to reply, and the existence of the right of access to and the right to rectify the data concerning him.

Where the data have not been obtained from the data subject, the controller must provide the data subject with the above mentioned information at the time of undertaking the recording of personal data or if a disclosure to a third party is envisaged, no later than the time when the data are first disclosed (Art. 11 of the 95/46 EU-Directive).

The right of the data subject to be informed about the procession of his/her data is especially important for an e-vote procedure, taking into consideration that a detailed and complete information of the voter is the prerequisite in order to gain his/her confidence in the protection of his/her privacy. Otherwise the voter will prefer the traditional way of voting, sharing the skeptical voices
 about data-security problems during an e-vote procedure. The information of the voter could succeed through a relative campaign before the election takes place (for example special web-sites) but it should be very useful to provide the voter with this information once more, before he/she casts his/her ballot. In other words the controller has to provide the voter with information about the privacy policy, which he follows during the e-vote procedure.

In order to fulfill the obligations of the general EU-Data Protection Directive, internet soft​ware or hardware products used by an e-vote procedure, should provide e-voters with infor​mation about the data that they intend to collect, store or transmit, and the purpose for which they are required. This kind of information could be given to the individual either directly on the screen or through a box prompt on the screen.

6.3.6 Right of access  

According to Art. 11 of the 95/46 EU-Directive the data subject has the right to obtain from the controller:

a) Without constraint at reasonable intervals and without excessive delay or expense: 1) confirmation as to whether or not data relating to him are being processed and information at least as to purposes of the processing, the categories of data concerned, and the re​ci​pients or categories of recipients to whom the data are disclosed, 2) communication to him in an intelligible form of the data undergoing processing and of any available information as to their source.

b) Additionally to that the controller has the obligation to rectify, erase or block data whose processing does not comply with the provisions of the Directive, in particular because of the incomplete or inaccurate nature of the data.

It is self-evident that an e-vote system has to take all necessary measures in order to fulfill the obligations of the Directive concerning the data subject’s right of access to data, especially to guarantee the possibility of rectifying incomplete or inaccurate data (for example data of the voter’s register). From the right of access emanates also the e-voters right, to verify if his/her ballot is registered and consequently counted.
5.4. Personal data processed through an e-vote procedure as sensitive data

A very difficult and important question is whether personal data collected and processed during an e-vote procedure should be treated as “sensitive” data as far as it can reveal political opinions, trade union membership etc. In that case personal data belongs to a special category of data together with data, which can reveal racial or ethnic origin, religious or philosophical beliefs and the processing of data concerning health or sex life. These categories of personal data, the so-called sensitive data, enjoy a special protection from the data protection legislation and can only be collected and processed under special and rigorous conditions.

Giving a satisfying answer to this question depends on the technical and organizational measures, which guarantee the secrecy of the whole e-vote procedure and especially on these measures, which guarantee that none of the actors involved in the voting process is able to link a ballot to a voter. 
 Under a narrow interpretation of the terms only this possibility can reveal the political opinion of the voter. But taking into consideration that even other personal data used by a voting procedure, for example the information whether a voter participated in the elections or not, can indirectly reveal a special political opinion, such data should also be treated as sensitive data.

For this reason no third party should be allowed to have access to the content of the voters will, especially by having the possibility to read his/her message. The data controller has to take all necessary encryption measures to prevent any use of hardware or software which can monitor the traffic on a network (sniffing), and has to deal with data protection problems, which arise from the existence of global surveillance systems like “Echelon”
 or “Carnivore”.

5.5. Special legal aspects for voting via Internet

The general data protection Directive applies to any processing of personal data falling within its scope, irrespective of the technical means used and subsequently to any processing of personal data in Internet or in internal networks. The specific Directive 97/66 EC on the protection of privacy and personal data in the telecommunications sector particularizes and complements the general directive 95/46 by establishing specific legal and technical provisions. Directive 97/66 applies to the processing of personal data in connection with the provision of publicly available telecommunication services in public telecommunication networks in the Community.

Internet services doubtlessly are telecommunication services. The Internet thus forms part of the public telecommunication sector.
 Even if the Directive 97/66 EC refers to the telecommunications sector, it is obvious that terminology used is chosen on the basis of ISDN technology. The Directive uses for example the term “calls” but is usually possible to include Internet services within the scope of application taking into consideration that the new text of the proposal of a revised directive
 (Art. 2 e) refers not only to calls but also to “commu​ni​ca​tions” or “communications services”. Nevertheless “call” shall mean a connection established by means of a publicly available telephone service allowing two-way communication in real time, including Internet connections.

In case of using the Internet for servicing an e-vote procedure, lawyers have to deal with special issues concerning data protection principles such as the use of cookies, the definition of traffic data in Internet or the use of WAP-enabled mobile telephones.

6.5.1 Cookies

As known, a cookie resides on a user’s hard drive and contains information about the individual which can be read back by the website that deposited it or by anyone else with an under​standing of that website data format, and can contain any information the website wants to include in it. Personal data collected by cookies makes it possible, if combined with other data available to the data controller, or to unauthorized persons, to release new data such as: a) the country where the Internet user lives, b) the Internet domain to which she/he belongs, c) the function and position of the surfer, d) the Internet access provider, or e) The typology of web​sites currently visited.

Taking into consideration that cookies can reveal such personal information during an e-vote procedure and consequently cause privacy risks, use of cookies, etc. must be strictly prohibit​ed even in pooling procedures with indicative/advisory character. In case of using cookies during an e-vote procedure, the controller has to fulfill the obligations of data protection legislative, especially to inform the voter about the installation of cookies and about the purpose of their existence, according to the Art. 11 of the EU-95/46 Directive. Otherwise the data controller must use the whole possibilities of Privacy Enhanced Technologies in order to prevent any activation of cookies during the e-vote procedure.

In any case, the system developer should avoid the use of cookies, because of the serious risks to privacy cookies may cause.

6.5.2 Definition of traffic data by e-voting 

The first problem has to do with the protection of personal traffic and location data in an e-voting system, taking into account that the 97/66 EU-Directive should apply on Internet data processing. Traffic data is data which consists partly of information supplied by the sender and which is transmitted by the recipient along with the message itself.
 It is important to draw a distinction between the content of an e-mail and traffic data.

Traffic data are those data needed by the “protocols” to carry out the proper transmission from the sender to the recipient.  These data consist partly of information supplied by the sender (e-mail address of the recipient) and partly of technical information generated automatically during the processing of the e-mail (date and time sent, type and version of “e-mail client”) in our case during the processing of e-vote.  The e-mail servers of the sender and the recipient normally store traffic data. They could also be stored by the relay-servers in the commu​ni​ca​tion path through the Internet.

Under the term “traffic data” the following data is included: 1) e-mail address and IP address of the sender, 2) type, version and language of the client agent, 3) e-mail address of the recipient, 4) date and time of sending the e-mail, 5) size of the e-mail, 6) character set used, 7) subject of the mail (could reveal information about the content of the communication), 8) name, size and type of any attached documents, and 9) list of Transport Protocols used for the transmission.

Taking into consideration that these traffic data during an e-vote procedure are simultaneously protected personal data of a voter, the data recipient namely the organizer of the e-vote procedure, should take all security and confidentiality measures in order to fulfill the obliga​tions of the Directive.  He has to prevent any unauthorized access to these data and to avoid every transmission to third parties, if not necessary for the purposes of the voting procedure. Additionally to that, he has to erase the data if they are no longer necessary for authentication of the voter or for verification of voting, and prevent every possibility of interception of the traffic data.

The second problem has to do with the protection of the “surfing data” of an e-voter. As already known the surfing behavior of an Internet-user, the so called navigation data, visiting different websites can in itself reveal a lot about the communications taking place via Internet. By knowing the names of the websites visited, it is possible to gain a fairly accurate picture of the communication, which took place. In our case knowledge of these data could reveal the participation in an e-vote procedure. Surfing data could in principle be regarded as traffic data in the sense of Article 6 of Directive 97/66, because they are created in the process of establishing and maintaining the connection. 

In Internet traffic we have to deal with the following situation: packets that are transmitted are “wrapped” in several “protocol” headers.
 These protocol headers are read in every router a packet passes through, to decide where the packet is to be sent next. There are several actors involved in surfing and searching activities on the Internet namely providers of routers and connecting lines, Internet Service Providers and telecommunication providers in general. According to the Art. 6 of Directive 97/66 traffic data must be erased or made anonymous upon termination of the call (connection), except for billing purposes. The Internet Service Providers (ISP) should not in principle keep traffic data, which are not necessary for billing purposes. Above all, lists of websites visited by an Internet user should in principle be erased upon termination of the Internet session. 

An additional problem is that several Internet Service Providers (ISP) preserve data for enforcement purposes
. In that case the data controller must observe the same legal purposes, which are in force for a legitimated access to the personal voters-data by a traditional voting procedure.

6.5.3 Use of WAP-enabled mobile phones 

The Wireless Application Protocol is a telecommunication protocol conceived by many mobile phone manufactures. It permits access from a dedicated mobile phone to Internet ser​vices such a Mail, Chat, WWW surfing.
 Additionally to that the use of WAP technology ma​kes possible: a) brokerage b) mobile banking c) access to general information (e.g. weat​her) d) shopping e) mobile organizer f) navigation, etc. Recently, the holder of a mobile phone has also the possibility to make use of an integrated communication with WWW, WAP, Email and SMS. 

A WAP-enabled mobile phone, a so called smart phone, has the technical capacity to be connected with the Internet and theoretically makes it possible for a voter to cast a ballot using his/her mobile phone.

Every possible use of mobile phones during an e-vote procedure could cause serious problems concerning personal data protection. In case of an e-vote procedure through WAP-enabled mobile phones, special legal measures should be taken in order to guarantee confidentiality, not only for the parties involved in an e-Vote procedure via Internet as described above (6.5.2), but also for the provider of “traditional” telecommunications services namely for the operator who makes possible the mobile-phone connection.  In that case more personal traffic data must be processed like the phone number of the voter, which makes possible the identification of his/her calling line. Additionally to that, a personal data packet passes through a WAP-Gateway, which transmits the data to the Internet-Server in order to make possible the connection between the mobile phone and the Internet.

According to the Art. 4 of the 97/66 EU-Directive the provider of a publicly available tele​com​mu​nications service must take appropriate technical and organizational measures to safe​guard security of its services, if necessary in conjunction with the provider of the public tele​communications network with respect to network security. Additionally to that the provider must guarantee the confidentiality of communications and in particular should prevent listening, tapping, storage or other kinds of interception or surveillance of communications, by others than users, without the consent of the users concerned, except when legally authorized (Art. 5 of the 97/66 EU-Directive). Confidentiality measures concern the “content” of the message.

Traffic data relating to subscribers and users processed to establish calls and stored by the provider must be erased or made anonymous upon termination of the call. A processing of these data is permissible only up to the end of the period during which the bill may lawfully be challenged or payment may be pursued. A special problem is that the aforementioned period varies from country to country inside the European Community.

Taking all these issues under consideration, e-voting through WAP-enabled mobile phones seems to be too risky under the scope of personal data protection, and - in any case - such a procedure needs additional data security measures, such as the implementation of special data security procedures, protocols and measures for voting at the election sites.

6. Conclusions

Having in mind that Information and Communication technologies (ICT) are only techno​lo​gical instruments, politicians and legislators have a clear duty to meet the citizens’ democratic demand to promote day-to-day democracy and to encourage citizens’ participation. Techno​lo​gy should serve the goal to face the crisis of confi​dence that representative democracy is experiencing today. The right to vote is only one part of the democratic process, but it remains a civil right deeply embedded in Constitutions and is considered to be one of the primary foundations of democracy.

Hence, e-voting is not like a common electronic transaction. An e-voting procedure will only be acceptable under the condition that it guarantees the constitutional principles associated with the voting process, such as equality, freedom, secrecy, transparency and accountability. These requirements are listed in detail in table 2.

Table 2: Overview of legal requirements for e-voting

	     s/n
	Legal requirement
	Generic user requirement

	1
	General
	1.1 Institutionally equivalent to traditional

1.2 Eligibility (registration and identification)

	2
	Free
	2.1 Uncoercibility

2.2 No propaganda in the e-voting site

2.3 Non-valid voting capability

	3
	Equal
	3.1 Equality of candidates

3.2 Equality of voters

3.3 One voter – one vote

	4
	Secret
	4.1 Secrecy

4.2 Balance security vs. transparency

	5
	Direct
	5.1 Not monitored ballot recording and counting

	6
	Democratic
	6.1 Trust and transparency

6.2 Verifiability and accountability

6.3 Reliability and security

6.4 Simplicity


Furthermore, such a procedure should be enacted in an environment promoting equal access to the ICT infrastructure. It must be open, accessible, interactive and secure, in order to enable citi​zens to participate in the political life and have a direct impact on it.
Our major conclusion is that, for the foreseeable future, e-voting systems should be mainly pi​lot projects. Assuming that the relevant legal and the resulting technical requirements are met, e-voting systems may eventually become a possibility for a substantial portion of the ele​cto​rate.
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�  	See, Elektronische Demokratie,  Die Zeit 16/20,  � HYPERLINK "http://www.zeit.de" ��http://www.zeit.de� 


� 	About the project I-Vote in LDS Brandenburg 2000 See Rüß O. , Internet Voting: First Election Conducted Entirely over the Internet using Electronic Signatures successful in Germany, � HYPERLINK "http://policyworks.gov/org /main/mg/intergov/letter7/9-ORRuB.htm" ��http://policyworks.gov/org /main/mg/intergov/letter7/9-ORRuB.htm� 


�   To the best of our knowledge it was the first binding online election procedure worldwide.


� 	See F. Biancheri, Electronic Democracy Proceedings of the 23rd International Conference of Data Protection Commissioners, Paris, September 2001. 


� 	Internet Policy Institute, Report of the National Workshop on Internet Voting: Issues and Research Agenda, March 2001, p. 8.


�  	E. Gherk questions the use of any collaborative decision-making process if the voter is not free to vote or if the results can be defrauded without trace, especially when voting needs to be anonymous and secret. See E. Gherk, From Voting to Internet Voting, The Bell, May 2000, Vol. 1, No. 1, p. 5.


� That was the case in Fachhochschule Hannover in 2000. See � HYPERLINK "http://www.fh-hannover/hochschulwahlen/" ��www.fh-hannover/hochschulwahlen/�internet/ Bericht.html


�  By providing, for example, a different weight of a vote according the number of shares or the position in an organisation.  


� 	See p. 17, etc. of the Working Document.


� 	According to Article 2 (d) of the Directive 95/46 data controller shall mean the natural or legal person, public authority, agency or any other body which alone or jointly with others determines the purposes and means of the processing of personal data.


� 	See p. 17-18 of the e-voting working document.


� 	For example Austria, Greece, The Netherlands, Portugal.


� 	Art. 6 (a) of the EU Data Protection Directive.


� 	Processor shall mean a natural or legal person, public authority, agency or any other body, which processes personal data on behalf of the controller (Art 2 (e)) EU-Directive 95/46.


� 	See Working document p. 16.


� 	Art. 2 (b), Directive 95/46.


� 	Third party shall mean a natural or legal person, public authority, agency or any other body other than the data subject, the controller, the processor and the persons who, under the direct authority of the controller or the processor (Art. 2 (f) EU-Directive 95/46). 


� 	Recipient shall mean a natural or legal person, public authority, agency or any other body to whom data are disclosed, whether a third party or not. (Art. 2 (g) EU-Directive 95/46).


� 	Art. 17.1 EU-Directive 95/46


� 	For example, sensitive data.


� 	For example: Kim Alexander, Ten Things I want people to know about voting technology, P. 1 f.; Lance Hoffmann, Internet Voting: Will it spur or corrupt democracy? P. 219 f. 


� 	Recommendation 1/99 on invisible and automatic processing of personal data on the Internet. Performed by software and hardware, adopted by the Art. 29 Data Protection Working Party. 


� 	See p. 16 of the working document.


� 	For more information s. � HYPERLINK http://www.europaparl.eu.int/committees/en/default.htm ��http://www.europaparl.eu.int/committees/en/default.htm� 


� 	Generally about the problematic of personal data protection in Cyberspace s. P. Schwartz, Privacy and Democracy on Cyberspace, p. 1653 f.  


� 	COM (2000) 385


� 	Article 29 Data Protection Working Party, Privacy on the Internet - An integrated EU Approach to On-line Data Protection, p. 15.


� 	About privacy tools, especially cookies killers s. � HYPERLINK http://www.epic.org/privacy/tools.html ��www.epic.org/privacy/tools.html� 


� 	See also Article 6 of the 97/66 European Union Directive (traffic and billing data).


� 	Article 29 Data Protection Working Party, Privacy on the Internet, p. 31 f.


� 	Article 29 Data Protection Working Party, Privacy on the Internet, p. 50.


� 	Recommendation 3/99 of Article 29 Working Party on the preservation of traffic data by Internet Service Providers for law enforcement purposes, adopted on 7 September 1999, 5085/99/EN/final  


� 	For more information s. � HYPERLINK http://www.wapforum.org ��http://www.WAPforum.org� 


� 	www.WAP.de/News/Archive/2000/10/N001004


� 	www.WAP.de/Wissen/Lexikon/index.html
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